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THE’ USE OF :D,?4UF)AND NAYTM[W LJKELIHOCI? METHODS

FOP DETECTING FALSIFICATION AND DIVERSION

IN DBT’AVEF7FICPTIOK PF@BIEKS

T}’ei~~-estigaticn of data falsification and/or diversion

is of najor concern in nuclear materials accounting procedures

used in international safeguards. In this paper, two

prclcedures, denoted I’y (D,IYUF) and LR (~ikelihood _&tio), are

c?iscucsed and compared when te~?ing the Pypothecis that neither

di~-ersion nor fal~ification has takrn place versul: th~

one-sideti alternative that at least me of tl:eseparameters is

positive!. Ci”itiCal recrions and de+ertion prohahilities arc

qiwv for both te~tr. It js show t]latt}:eLP metbmrl

mlltl-mrfnwlc (D,WIF) w}’t=n divt=r~ion arrl fals~fication tal-e ]~lac’f,.

1. Tl:’7NNMI~m10N
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Materials accountancy is utilized ky ~A~~ inspectors to

review materials kalance results obtained by a plant operator

to investigate wbetht=r any diversion ard/or falsification has

taken place.

In case of diversion, the plant operator is llkely to

falsify his i!ata in a manner tl,atwould make his materials

balance appear valid. To “verify” the operator’s results, the

inspector must independently oht~in observations on the Same

material measured ly the operator. The surcess of uncovering

on aPd/or falsification relies upon a statistical

of ~th operator an$ inspector data. In any

t must h= recognized that the operator has many

availakle that could conceal diversion, while the

in~p~~ta]- }la~ no a Fricri knowledge al-outthe actual situation..—

Man\~ d!ffer~nt statistical tests could he developed tc

test for d!v~rsivr ard/or falsification. It i: the purpos~ of

t}]ispaper to conpare a test.called (D,MUF), devised hY

Av~n}:ausand Beedqen [II, with the c]assica] l~ke]ihood rati(,

(LP.)tes~.,whic}i has b~en applied t@ tk.isproblem h!’Shipley

[?1 and COldman, P: al. [3;. Tk,ckypn%hcsis of rcrn

falsification and zero 10s:,is tested ~qainst t.hrone-sided

alternative that loss anfl/or falsification })avetaken place.

;?
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2. (D,MUF) TEST

Consider the materials balance mutiel

ML’F
I
= 3 +el ; KUFc=c!-f+eo,

where O and J tienoteoperator and inspector, respectively @

and f denote amounts of material diverted and falsified, and

‘o
anE!e

I
are independer.tly, rmnnally distrihlted randm

~
varia}les bal’inm zero mear and knohm variances ~ ~ a~d

.
~-
1’

respectivelvm

‘7ke hypat}~’siF of concern, i.e., zero falsificaticm and

zero 10ss, can k writtPE and tredteti in many different ways.

C’ne suc!-

P=

2.1. (D,

I

‘{o:

}1::

wav is qiven by the (D,Kt.’F)approach, where

M~lF
o

- MI”F
I

a nc? M[’F = KIIF
0“

MUF) Hypotheses

E(lI1!F) = (1 ; L(-r) - (1 .

F(MUF)=rl-f~Oj E(+) =f: o i c?> o .
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3. LIKELIHOOD RATIO TEST

The LR test my be us~d

nique suggest.edby Kudo [5].

to test H: by using a tech-

The (MUFr,D) statistics are

simplest to apply in the LR framework; consequently, a hypothe-

sis expressing the expected value of (MUF I-D) is given.
I

?,ae

alternative hypothesis (H:) gives a rejection region ilif-
,

fzrer,t from H- and is consistent with Kudo’s development.
a

4.1. MUF
I
,D Hypothenea

H:: E(MUF1 ) =dao ; E(-D) = f = O .

H“: E(MUFI) = da O ;
a

F(-D) = f > 0 ; d4f>0.

The test statiatic is given by

-?
x = (MUF1,-D)A-l(MUF1,-D)’

- min r(MUF1 - d,-D - f)A-l(MuF1 - d,-D- f)’] ;

~:o

f~rJ

where
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H~(H~) is accepted if X2 ~ C2, where

C2 in obtained from

1-
{~2

I I

[n -COL3-1 P] =-=2/2
~cq. 1-o(c)+ ——a - PHJ, 27

t

o

o(c) = &~e-t2]2dt and p.>

m’

where a denotee the falee-alarm probability~ PHIIdenotee

m o

She probability under Hot and c is a positive number.

5. ACCEPTANCE REGIONS AND DETECTION PROBABILITIES

Figuren 2a,b,c depict critical regions for both LR and

(L,MUF) tests under H;, where a = O.O5 and

(CJO,U1) = (1,1), (1,2), and (1,4).

The (D,MUF) acceptance region is determined by MUF~ ~

< s , where e
‘2

and MUF’l_ ~
1

and s z are expressed by

0.95 - P H,k@l,MUF:
o

Complete detaila are given by

The LF acceptance region

parta given by

S2} ■

Beedgen and Hafer [4].

is determine~ fron the disjoint

5
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(1) MUFO~ -c for MUF1 < 0 , MUFO < 0 ;

MUF2

(2)
22

—+ MUF <C;

k2’ 0-
for

MUF
I’

O : MUFI ~ck/m ;

and

I~(c2k2 - MUF; )/k2 ,

< MUF <ck.
I-

) 9

-1
0 :MUF1 : ck~l + kd,

MUF < MUF
I-

T~<(ckl+k - MUF1)/k2;

(3) MUF1 + k2MUFo 7 fo.<ckl+k and

-~ < MIJF < 0,
I-

0 ~ MUFO 7~(ckl+k - MUF1)/;t2.

where c = 2.103, 2.216, and 2.229 for k = 01/0
o

= 1, 2,

and 4, respectively. An analytical solution for c was used in

the computation of ~2.

Examples

Consider the following two hypothetical cases of operator

and i.>epector meamrements t!latwere obtained for quantities of

nuclear materiala.

6
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Case 1:

‘O ‘U I
=1. Okg, a= O.05, MUFO = 1.0 kg , and

MUF1 = 3.0 kg .

It may be seen from Fig. 2a that the (D,MUF) test would accept

Ho, whereas

would state

the (D,MUF)

Case 2:

the LR test would accept Ha, i.e., the LR test

that falsification and/or loss has taken place and

test would disagree.

u =0
o I

= 1.0 kg , a R 0,05 , MUFO = 3.Okg ,

MUF ~ = -3.0 kg .

Using Fig. 2a, the (D,MUF) test would reject HO but the

test would accept Ho. This example would

ehtimated loss of -3 kg, i.e., an excess!

have an estimated falsification of 6 kg.

indicate an

The operator

This event is

possible concern but probably less so than the previous

and

LR

would

of

example.

Detection probabilities for positive values of d and f

(f< d) are given in Table I for (UO,U1) = (1,1),

(1,2), and (1,4). The LR gives far better protection than

(D,MUF) in this region.
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6. CONCLUSIONS A.NDSUMMARY

Results of this paper clearly indicate the likelihood

ratio procedure should be considered in the a~alysis of

operator-inspector differences. For example, the LR approach

gave larger detection probabilities than (D,MUF) in the region

f c d under the hypothesis of zero diversion and zero

falsification. It appears that LR would give even higher

detection probabilities if the Ha were expressed as f < d,

a matter for future investigation.
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TABLE 1: Detection Probabilities fo? (D,MUF) and MaXimUm

f

o
0
1
0
1
2
0
1
2
3
0
1
2
3
4
r)
1
-1

;
4
5
0
1
2
3
4
5
c,

Likelihood ltatio (LR) Methods UO =

k=l

(D,MUF)

0.05

O.le
0.14
0.52
0.22
0.34
0.85
0.53
0.38
0.62
0.9B
0.86
0.58

0.63
0.04
1.00
~.~p

0.R6
0.70
0.84
0.96
1.00
1.00
0.9H
O.HH
0.R6
o,96

0.99

LR

0.05
0.27
o,~g

0.78
0.61
0.53
0.99
0.94
O.BB
0.05
1.00
1.00
0.99

0.9E
0.97

1.00

1.00
1.00
1.00
1.00
i.oo
1.00
1.00
1.00
1.00
1.00
1.00
1.00

(D, MUF)

0.05

0.15
0.10
0,45

0.19
0.19
0.81
0.47
0.26
0.33
0.97
0.81
0.50
0.38
0.50
1.00
0.97

0.B2
0.56
0.53
0.68
1.00
1.00
0.97
0.83
0.65
0.69

o.t)2

LR

0.05

0.10
0.09
0.56
0.29
0.10
0.89
0.68
0.43
0.33
0.93
0.94
0.79
0.60
0.51.
1.00
1.00
1.00
0.89
0.75
0,69
1.00
1.00
l.ilo
(J.99

0.94
0.87
0.84

l,aI-k

k=4

(D, MUF)

0.05
0.12
0.08
0.38
0.14
0.11
0.74
0.39
O.le
0.16
0.95
0.75
0.41
0.22
0.23
1.00
().95

0.75
0.44
0.213
0.31
1.00
1.00
0.95
0.76
0.47
0.35
0.40

LR

0.05

0.16
0.07
0.48
0.19
0.09
0.83
0.53
0.24
0.13
0.9s
0.86
o.5e
0,29
0.18
1.00
0.9E
0.08
0.63
0.36
3.25
1.00
1.00
OaQg

0.90
0.613
0.43
0.32


